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a b s t r a c t

Personalized information systems are information-filtering systems that endeavor to tailor information-
exchange functionality to the specific interests of their users. The ability of these systems to profile users is,
on the one hand, what enables such intelligent functionality, but on the other, the source of innumerable
privacy risks. In this paper, we justify and interpret KL divergence as a criterion for quantifying the
privacy of user profiles. Our criterion, which emerged from previous work in the domain of information
retrieval, is here thoroughly examined by adopting the beautiful perspective of the method of types and
large deviation theory, and under the assumption of two distinct adversary models. In particular, we first
elaborate on the intimate connection between Jaynes’ celebrated method of entropy maximization and
the use of entropies and divergences asmeasures of privacy; and secondly,we interpret our privacymetric
as false positives and negatives in a binary hypothesis testing.

© 2013 Elsevier B.V. All rights reserved.

1. Introduction

Recent years have witnessed the accelerated growth of a rich
variety of personalized information systems of unprecedented
sophistication, which have been integrating seamlessly into our
daily lives. Examples of these systems comprise personalized
Web search and news, resource tagging in the semantic Web
and multimedia recommendation systems. The key enabling
technology of such systems is personalization, a research area
that has received great attention lately and whose aim is to tailor
information-exchange functionality to the specific interests of
their users. To accomplish this functionality, most personalized
information systems capitalize on, or lend themselves to, the
construction of profiles, either directly declared by a user, or
inferred from past activity, not only of the user in question, but
also from the profiles of users with whom social relationships are
known to the information system.

Personalized services therefore allow users to deal with the
overwhelming overabundance of information, but inevitably at
the expense of privacy, especially when profiling is conducted
across several information systems. Besides, the enrichment of
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these services with data from social networks creates additional
opportunities with respect to information sharing but, at the same
time, increases the user privacy risks.

But the advent of these information systems is not only chang-
ing people’s habits and stressing our concerns about privacy—
it is also leading to a profound transformation of the traditional
business model. As a matter of fact, the technologies enabling
personalization as a solution of the one-size-fits- all are contribut-
ing to unprecedented performance improvements in large busi-
ness and small and medium enterprises. These technologies are
having an impact not only on how products are sold but also, and
more importantly, on how companies approach users in a per-
sonalized manner, attending their specific and particular needs
more effectively. Amazon, for example, who invented item-to-
item collaborative-filtering algorithms [1], one of the most widely
used personalization techniques, is visited bymore than 93million
users per day. Another example that illustrates this transformation
is Facebook, which will surpass 4.27 billion dollars in revenue this
year, 89% of its incomewill come fromselling access to their data so
that advertisers can personalize their digital content [2]. The infor-
mation used to provide such personalization ranges from location,
education, likes and interests, to friends and relationship status [3].
Pushed by these personalization techniques, online advertising is
expected to grow by 10.6% each year through 2016, with $70.9 bil-
lion in global advertising during 2011.

The impact of personalized information systems on society
and economy is therefore undeniable. Nowadays, personalization
is present in a myriad of applications we frequently use on the
Internet, when submitting queries to a Web search engine, rating
products at an online store or posting tags in a collaborative
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tagging system. But this is only the tip of the iceberg – in the near
future a much wider spectrum of services such as personalized
medicine will become a reality. However, we must not forget
that the cornerstone of these current and future systems is the
ability to profile users, which poses serious threats to one of our
fundamental rights – the right to privacy.

1.1. The need for measuring the privacy of user profiles

A variety of privacy-enhancing technologies (PETs) have been
proposed to enable the provision of new services and function-
alities aimed at mitigating those privacy threats. Anonymous-
communication networks [4,5], anonymous credentials [6],
anonymous electronic cash [7], multiparty computation [8] and
oblivious transfer protocols [9] are some examples of general-
purpose PETs whose development roughly originates from the
fields of security and cryptography. Unfortunately, these technolo-
gies have not yet gained wide adoption. This is because it remains
unclear whether their overall benefits outweigh their typically
costly deployment and/or integration, as well as the operational
cost that arises due to the fact that PETs typically comewith penal-
ties in terms of utility and performance, when compared to more
privacy-invasive alternatives [10].

Assessing the privacy provided by a PET is, therefore, cru-
cial to both determine its overall benefit and compare its effec-
tiveness with other technologies. In other words, privacy met-
rics, accompanied with utility metrics, provide a quantitative
means of contrasting the suitability of two or more privacy-
enhancing mechanisms, in terms of the privacy–utility trade-off
posed. Ultimately, such metrics enable us to systematically build
privacy-aware information systems by formulating design deci-
sions as optimization problems, solvable theoretically or numer-
ically, capitalizing on a rich variety of mature ideas and powerful
techniques from the wide field of optimization engineering.

A great effort has been devoted to the investigation of privacy
metrics, especially in the scenario of statistical disclosure control
(SDC) [11–18]. Although some of those metrics might be applied
to our context of personalized information systems, the fact is
that there are few proposals specifically conceived for measuring
the privacy of user profiles; and not only that, but also they are
often not appropriately justified and are defined in an ad hoc
manner [19–29].

1.2. Contribution and organization

This paper approaches the fundamental problem of proposing
quantitative measures of the privacy of user profiles. We have
established the critical importance of quantifying privacy in order
to assess, compare, improve and optimize privacy-enhancing
technologies. In application scenarios involving user profiles, there
exists no general framework systematically leading to a formal
metric, but merely ad hoc proposals for a few specific applications.
The main contribution of this work identifies the need for such
quantitative measures of privacy for user profiles in personalized
information systems.

Bearing this need inmind, we explore the privacy risks inherent
in such systems, and then provide a thorough justification of
a common, generalized framework to measure those risks. Our
justification relies on fundamental principles from information
theory and statistics, thereby drawing intriguing links between
said fields and information privacy. In practice, the impact of a
privacy mechanism on information-exchange functionality, traffic
and processing overhead, and general usability cannot simply be
overlooked. We would like to stress that quantitative measures of
privacy on the one hand, and utility on the other, allow researchers
to optimize their technologies in terms of the trade-off posed by
these contrasting aspects.

Specifically, we tackle two adversary models. The first model
considers an attacker aimed at targeting users who deviate from
the average profile of interests; and the second one contemplates
an attacker whose objective is to classify a given user into a
predefined group of users. Under the former model, the use
of Kullback–Leibler (KL) divergence as a measure of privacy
is justified by elaborating on Jaynes’ rationale behind entropy-
maximizationmethods and themethodof types, a justification that
we introduced in [30]. Under the latter adversary model, a riveting
argument in favor of divergence stems fromhypothesis testing and
large deviation theory.

Section 2 illustrates the privacy concerns that arise in the
motivating scenario of this work. Section 3 examines several
approaches to model user profiles and specifies the adversary
capabilities assumed in our interpretation of divergence as a
measure of privacy. The use of divergence is justified on the one
hand in Section 4 when the attacker strives to identify users, and
on the other in Section 5 when the adversary endeavors to classify
users. Section 6 then overviews some of the most relevant privacy
criteria in the literature. Finally, conclusions are drawn in Section 7.

2. Illustration of privacy risks in personalized information
systems

In this section, we carefully examine the privacy risks posed by
the personalized information systems that proliferate these days
on the Internet. The following example illustrates those privacy
threats.

Jane Doe is about to finish a long day of work in the patent
department of her law firm in New York City. It has been a pretty
hectic week, due to the forthcoming, albeit still unannounced,
release of a spanking new model of smartphone by Apple. This
patent is by far her favorite legal case, as she enjoys keeping herself
up to date on the latest technological gadgets, often browsing
for them via Google search and YouTube. She also loves how,
these days, online tools retrieve both intelligent search results
and videos, almost anticipating her interests, undoubtedly learning
from her past activity. Unsurprisingly, after health, she rated
technology highest when customizing her preferences in Google
News, which she accesses almost religiously every morning. Her
boyfriend, a computer scientist, keeps telling her that the future
of information systems lies in their personalization, by means of
automated compilation of user profiles, implicitly from behavior
or explicitly from declared interests. Sounds about right.

Jane is aware that her company may be tracking her work
habits by monitoring the use of applications and Internet access,
with tools such as Track4Win. Still, before turning off her desktop
computer at work, she quickly checks a friend’s post in Twitter
confirming ameeting this Friday evening to chat about tomorrow’s
protest, organized by the Occupy Wall Street movement, against
the budget cuts planned by the government. She promptly
responds, and adds a link to an intriguing article on the subject
in The New York Times, an American newspaper with left-wing
views.

They are meeting at ‘‘Café Lalo’’, a famous café on the Upper
West Side. During the half-hour bus ride to that location, Jane
uses her iPhone to log into Facebook, to find the lovely pictures of
her cousin’s newborn baby. She politely types a cheerful comment
in the album congratulating the happy family. Over the last few
months, she and her boyfriend have been seriously considering
having a baby, although she wishes her job at the law firm would
offer a better work–life balance. Still a few bus stops to go,
giving her ample time to discover a couple of new Web sites on
childbearing, one of them showing Facebook’s ‘‘like’’ button, which
she immediately presses almost as a reflex response. Of course,
her action will be diligently reflected back in her profile. In a way,
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Fig. 1. During an Internet session through various personalized information systems, users leave innumerable traces of sensitive information which, especially in
combination, pose serious risks, not only to their own privacy, but also to the privacy of others.

social networks are personalized information systems, reactively
and proactively providing media tailored to their users’ profiles
of interests, built on the basis of their social interactions. She also
notes a new friend request in Facebook, coming from a coworker in
the human resources department. Even though their relationship is
strictly professional, she finally accepts the request out of courtesy.

Comfortably seated in the café,whilewaiting for her friend, Jane
continues using her smartphone to turn to Delicious, a social Web
service where millions share and tag their favorite bookmarks.
Luckily, she comes across a bookmark pointing to a site advertising
an interesting job opportunity, also in the area of patents, in a law
firm with more flexible hours, which she tags with the description
‘‘work–life balance’’, having her plans to get pregnant in mind.
However, she is not surewhether she has to seriously consider this
job opportunity since she is unfamiliar with both the law firm and
the bookmark’s author. Her friend arrives a few minutes late, but
they both have a pleasant evening.

Little does Jane know that, during her Internet expedition from
Google search to Delicious, passing by Google News, Twitter and
Facebook, among other sites, she has left innumerable traces of
sensitive information which, especially in combination, pose a
serious risk, not only to her own privacy, but also to the privacy
of others. Hypothetically speaking, Google could correlate queries
on smartphones with patents and Jane’s declared interests on
technology news, with IP addresses, presumably targeting her
computer at work, from which she recently posted a detailed CV
in LinkedIn, and thus learning about her occupation. Gathering
additional evidence confirming a surge in query activity on the
subject from similar sources, Google could be led to infer that
Apple is likely to release the new iPhone 5, and retaliate bymoving
forward the new Android version.

Also hypothetically, someone in the department of human
resources in Jane’s law firm, which has started considering her
promotion, could have attempted to become friends and inspect
her Facebook profile to deduce the existence of a statistical chance
of her having pregnancy plans. Further, her Twitter account is
indicative of leftist views that might conflict with the political
convictions of the company management. The fact that she uses a
pseudonym in Delicious may not prevent the computer specialist
in the human resources department from correlating users with
tags related to law, patents, smartphones, pregnancy and the
political OccupyWall Streetmovement to guess her actual identity,
and find out about her interest in job positions with a better
work–life balance. Not to mention the monitoring of her work
habits and activity profile with Track4Win. Any of this could
presumably endanger her promotion or even her current position.
Some of these privacy risks are conceptually depicted in Fig. 1.

3. Adversary models and privacy-enhancing strategies

In this section, firstwe shall examine someapproaches tomodel
user profiles. Afterwards, we shall describe some considerations
on the adversary capabilities. Those considerations will result in
the definition of two objectives for a privacy attacker, namely
identification and classification. The distinction between these two
objectives will enable us to justify our privacy criterion under two
different perspectives later in Sections 4 and 5. The last part of
this section will be devoted to the presentation of several data-
perturbative approaches for the privacy protection of user profiles
and the illustration of the privacy–utility trade-off they pose.

3.1. User profile model

In the motivating scenario of this work, a user submits queries
to a Web search engine, clicks on news links in a personalized
news recommendation system, and assigns tags to resources
(e.g., photos, videos and bookmarks) on the Web, all according to
his/her profile of interests. The information conveyed, i.e., queries,
news clicked and tags, allows those systems to extract a profile of
interests or user profile, which turns to be essential in the provision
of personalized services.

In the context of personalized information systems, user
profiles are frequently modeled as histograms. For example,
collaborative tagging systems commonly represent profiles by
using tag clouds,which, in essence,may be regarded as histograms.
Recall that a tag cloud is a visual depiction in which tags are
weighted according to their frequency of use. Those two possible
representations for user profiles, tag clouds and histograms, are,
in fact, simultaneously used in popular tagging systems such as
BibSonomy, CiteULike and Delicious.

In the scenario of personalized recommendation systems, we
also find examples of profiles modeled as histograms, especially
in content-based recommenders [31] such as Jinni. Of particular
interest is the case of Google News, where news are classified
into a predefined set of topic categories; and accordingly, users
are modeled by their distribution of clicks on news, i.e., as
histograms of relative frequencies of clicks within that set of
categories [32]. In this same spirit, recent privacy-protecting
approaches in the scenario of recommendation systems also
propose using histograms of absolute frequencies for modeling
user profiles [33,34].

Motivated by these examples and inspired by otherworks in the
field [23–26,28,29], in this paper we justify and interpret a privacy
criterion under the assumption that user profiles are modeled
as probability mass functions (PMFs), that is, as histograms of
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Fig. 2. User profile modeled as a tag cloud in a collaborative tagging system. The
tags posted by users are frequently depicted as tag clouds, not only in those tagging
systems, but also in multimedia recommendation systems such as Jinni. Recall that
a tag cloud is a visual representation where the font size of each tag is proportional
to its frequency of use.

Fig. 3. User profilemodeled as a histogramof absolute frequencies of ratingswithin
a set of predefined movie genres. Many personalized information systems use this
kind of representation, or slight variations of this idea, to model user interests.

relative frequencies of user data (e.g., queries, news clicks and tags)
within a set of categories of interest. Therefore, our user profile
model is in linewith the representations used in numerous tagging
systems and personalized recommendation systems. Fig. 2 shows
an example of user profile that could perfectly resemble the case
of Jane Doe described in Section 2. Fig. 3, on the other hand, depicts
the profile of a user as shown inMovielens, a movie recommender.

3.2. Adversary model

In Section 1.1 we stressed the need for privacy metrics as
the only way to evaluate, compare and design privacy-protecting
mechanisms. When measuring the level of privacy provided by a
PET, however, it is essential to specify the concrete assumptions
about the adversary, that is, its capabilities, properties or powers;
this is known as the adversary model. The importance of such a
model lies in the fact that the level of privacy provided ismeasured
with respect to it. In other words, if the assumptions change, so
does the metric.

In our scenario of personalized information systems, we
assume that the set of potential privacy attackers encompasses
any entity capable of eavesdropping the information users
convey to providers. Accordingly, both service providers and
network operators are deemed potential attackers. But since this
information, frequently in the form of ratings, tags and comments,
is often publicly available to other users of the system, any entity
able to collect this information is taken into consideration in our
adversary model.

Under this assumption, and as a response to the privacy threats
illustrated in Section 2, a user may counter by submitting false

ratings, refraining from posting certain tags or comments, or in
general, adopting any data-perturbativemechanism that enhances
their privacy. As a result, the attacker observes a perturbed version
of the genuine profile and is unaware or ignores the fact that the
observed profile does not reflect the actual interests of the user.
Hereafter, we shall refer to these two profiles as the actual profile
and the apparent profile.

That said, now we contemplate two possible, mutually-
exclusive objectives for the attacker:

• On the one hand,we consider the attacker strives to target users
that deviate from the average profile of interests. We refer to
this objective as identification, not because the attacker wishes
to ascertain the identity of a user (e.g., name, social security
number, etc.), but because the adversary aims to discriminate
the user from the whole population of users.

• On the other hand, we assume that the attacker’s goal is to
classify a user into a predefined group of users. To conduct this
classification, the attacker contrasts the user’s profile with the
profile representative of a particular group.

These two objectives, together with the assumptions above,
constitute the adversary models upon which our privacy metric
builds. In Sections 4 and 5, we shall justify a criterion that,
contrary to what was said at the beginning of this section, may be
applied to both adversary models, consistently with the objectives
of identification and classification. The application of these two
models, however, will lead us to consider KL divergence as a
measure of privacy risk against identification, and a measure of
privacy gain against classification.

3.3. Privacy-enhancing strategies

The literature of privacy aboundswith examples of technologies
aimed at protecting users against adversaries like these. However,
while these technologies may enhance user privacy to a certain
extent, they inevitably come at the expense of a loss in data
utility. In a nutshell, PETs pose an inherent trade-off between the
contrasting aspects of privacy on the one hand, and utility on the
other. In this subsection,we elaborate on several data-perturbative
strategies for the protection of user profiles, and examine the
privacy–utility trade-off they pose.

An interesting approach to provide a distorted version of
a user’s profile of interests consists in query forgery. The
underlying principle, conceptually illustrated in Fig. 4, boils down
to accompanying original queries or query keywords with bogus
ones. By adopting this data-perturbative strategy, users prevent
privacy attackers from profiling them accurately based on their
queries, without having to trust either the service provider or the
network operator, but clearly at the cost of traffic overhead. In
other words, inherent to query forgery is the existence of a trade-
off between privacy and additional traffic. Precisely, [23] studies
how to optimize the introduction of forged queries in the scenario
of information retrieval. Particularly, the authors measure privacy
risk as the relative entropy between the perturbed profile and
the population’s distribution, and propose query redundancy,
i.e., the ratio of forged queries to total queries, as utility metric.
Building on this principle, several protocols, mainly heuristic,
have been proposed and implemented, with various degrees of
sophistication [35,36,20].

Clearly, the perturbation of user profiles for privacy preserva-
tion may be carried out not only by means of the insertion of bo-
gus activity, but also by suppression. An example of this latter kind
of perturbation may be found in [24], where the authors propose
the elimination of tags as a privacy-enhancing strategy in the sce-
nario of the semantic Web. On the one hand, this strategy allows
users to enhance their privacy to a certain degree, but on the other
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Fig. 4. Query forgery in personalized Web search. A user submits false queries,
accompanied with genuine queries, to perturb his actual profile of interests. By
adopting query forgery, the adversary, possibly the service provider itself, observes
a distorted version of his profile.We refer to this profile as the apparent user profile.

it comes at the cost of a degradation in the semantic function-
ality of the Web, as tags have the purpose of associating mean-
ing with resources. Precisely, [28] investigates mathematically the
privacy–utility trade-off posed by the suppression of tags, mea-
suring privacy as the Shannon’s entropy of the perturbed profile
and utility as the percentage of tags users are willing to eliminate.
Intimately related to this work is [29], where the impact of tag
suppression is assessed experimentally in the context of resource
recommendation and parental control, in terms of percentages re-
gardingmissing tags on resources on the one hand, and in terms of
false positives and negatives on the other.

The combined use of both strategies, that is, forgery and
suppression, is studied in the scenario of personalized recommen-
dation systems [25]. With the adoption of those strategies, users
may wish to submit false ratings to items that do not reflect their
preferences, and/or refrain from rating certain items they have an
opinion on. Another approach, now from the perspective of collab-
orative peers, suggests that two or more users exchange a portion
of their queries before submitting them, in order to obfuscate their
respective interest profiles versus the network operator or exter-
nal observers [26]. The idea of privacy through multiple user col-
laboration has also been investigated in the form of a number of
protocols, such as [37,38].

Yet another example illustrating the trade-off between privacy
andutility arises in the field of anonymous communications,where
the goal is to conceal who is communicatingwithwhom against an
adversarywho observes the inputs and outputs of the anonymous-
communication channel. In this field, mixes [4,39,40] are a basic
building block for implementing anonymous-communication
channels. Essentially, mixes perform cryptographic operations on
messages, and delay and reorder them with the aim of hindering
the linking of inputs and outputs based on timing information.
While delayingmessagesmay provide such unlinkability, clearly it
has an impact on the usability of the system, and therefore imposes
a cost on the system. Put another way, there is a compromise
between unlinkability (anonymity) and delay (utility).

4. Measuring privacy against identification

Next, we shall proceed with our first interpretation of KL
divergence as a privacy criterion. Both in this section and in
Section 5, the information-theoretic arguments and justifications
in favor of our metric will be expounded in a systematic manner,
following the points sketched in Fig. 5. In the section at hand, we
shall interpret divergence and entropy under the assumptions of
the adversary model defined in Section 3.2, in the special case

when the attacker’s objective is to identify a user in the sense of
discriminating this user from all other users; this interpretation
corresponds to the first branch of the tree in Fig. 5, which we term
identification. For that purpose, we shall adopt the perspective of
Jaynes’ celebrated rationale on entropy maximization methods [41],
which builds upon themethod of types [42, Section 11], a powerful
technique in large deviation theory whose fundamental results we
also explore in this section.

The first part of this section, Section 4.1, reviews some basic
concepts of information theory. Afterwards, Section 4.2 tackles
an important question. Suppose we are faced with a problem,
formulated in terms of a model, in which a probability distribution
plays a major role. In the event this distribution is unknown,
we wish to assume a feasible candidate. What is the most likely
probability distribution? In otherwords, what is the ‘‘probability of
a probability’’ distribution?We shall see that a widespread answer
to this question relies on choosing the distribution maximizing
the Shannon entropy, or, if a reference distribution is available,
the distribution minimizing the KL divergence with respect to it,
commonly subject to feasibility constraints determined by the
specific application at hand.

Our review of the maximum entropy method is crucial because
it is unfortunately not always known in the privacy community. As
we shall see in the last part of this section, Section 4.3, the key idea
is tomodel a user profile as a probability distribution, as considered
in Section 3.1, apply themaximumentropymethod tomeasure the
likelihood of a user profile either as its entropy or as its divergence
with respect to the population’s average profile, and finally take
that likelihood as a measure of anonymity.

4.1. Statistical and information-theoretic preliminaries

This section establishes notational aspects, and, in order to
make the presentation of our privacy criterion suited to a wider
audience, recalls key information-theoretic concepts assumed to
be known in the remainder of the paper. The measurable space
in which a random variable (r.v.) takes on values will be called an
alphabet, which, with a mild loss of generality, we shall always
assume to be finite. We shall follow the convention of using
uppercase letters for r.v.’s, and lowercase letters for particular
values they take on. The PMF p of an r.v. X is essentially a relative
histogram across the possible values determined by its alphabet.

Informally, we shall occasionally refer to the function p by
its value p(x). The expectation of an r.v. X will be written as EX ,
concisely denoting


x x p(x), where the sum is taken across all

values of x in its alphabet.
We adopt the same notation for information-theoretic quanti-

ties used in [42]. Concordantly, the symbol H will denote entropy
and D relative entropy or KL divergence. We briefly recall those
concepts for the reader not intimately familiar with information
theory. All logarithms are taken to base 2. The entropy H(p) of a
discrete r.v. X with probability distribution p is a measure of its
uncertainty, defined as

H(X) = −E log p(X) = −


x

p(x) log p(x).

Given two probability distributions p(x) and q(x) over the same
alphabet, the KL divergence or relative entropy D(p ∥ q) is defined
as

D(p ∥ q) = Ep log
p(X)

q(X)
=


x

p(x) log
p(x)
q(x)

.

The KL divergence is often referred to as relative entropy, as it may
be regarded as a generalization of the entropy of a distribution,
relative to another. Conversely, entropy is a special case of KL
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Fig. 5. Summary of our interpretations of KL divergence and Shannon’s entropy as measures of privacy. This figure illustrates, at a conceptual level, the assumptions upon
which our privacy criterion builds. First, we follow Jaynes’ rationale behind entropy-maximization methods to justify divergence and entropy when the attacker’s goal is
to identify users. The knowledge of the population’s distribution t̄ determines whether the metric to be used is divergence or entropy. Secondly, when the attacker aims at
classifying a user as a member of a particular group, our arguments in favor of divergence stem from hypothesis testing and the method of types. In the special case when
the group profile g is unknown to the user, they may wish to maximize the divergence between the actual profile q and the perturbed, observed profile t , in order to avoid
being classified as they actually are.

divergence, as for a uniform distribution u on a finite alphabet of
cardinality n,

D(p ∥ u) = log n − H(p). (1)

The cross entropy of twoprobability distributions p(x) and q(x) over
the same alphabet is defined as

H(p ∥ q) = −Ep log q(X) = −


x

p(x) log q(x),

from whence it follows that

H(p ∥ q) = H(p) + D(p ∥ q).

Although the KL divergence is not a distance in the mathemat-
ical sense of the term, because it is neither symmetric nor satisfies
the triangle inequality, it does provide a measure of discrepancy
between distributions, in the sense that D(p ∥ q) > 0, with equal-
ity if, and only if, p = q. On account of this fact, relation (1) be-
tween entropy and KL divergence implies that H(p) 6 log n, with
equality if, and only if, p = u. Simply put, entropy maximization is a
special case of divergenceminimization, attainedwhen the distribu-
tion taken as the optimization variable is identical to the reference
distribution, or as ‘‘close’’ as possible, should the optimization prob-
lem appear accompanied with constraints on the desired space of
candidate distributions.

4.2. Rationale behind the maximum entropy method

A wide variety of models across diverse fields have been
explained on the basis of the intriguing principle of entropy maxi-
mization. A classical example in physics is theMaxwell–Boltzmann
probability distribution p(v) of particle velocities V in a gas [43,44]
of known temperature. It turns out that p(v) is precisely the prob-
ability distributionmaximizing the entropy, subject to a constraint
on the temperature, equivalent to a constraint on the average ki-
netic energy, in turn equivalent to a constraint on EV 2. Another
well-known example, in the field of electrical engineering, of the
application of the maximum entropy method, is Burg’s spectral
estimation method [45]. In this method, the power spectral den-
sity of a signal is regarded as a probability distribution of power

across frequency, only partly known. Burg suggested filling in
the unknown portion of the power spectral density by choosing
that maximizing the entropy, constrained on the partial knowl-
edge available. More concretely, in the discrete case, when the
constraints consist in a given range of the cross-correlation func-
tion, up to a time shift k, the solution turns out to be a kth order
Gauss–Markov process [42]. A third andmore recent example, this
time in the field of natural language processing, is the use of log-
linearmodels, which arise as the solution to constrainedmaximum
entropy problems [46] in computational linguistics.

Havingmotivated themaximum entropymethod, we are ready
to proceed to describe Jaynes’ attempt to justify, or at least
interpret it, by reviewing the method of types of large deviation
theory, a beautiful area lying at the intersection of statistics and
information theory. Let X1, . . . , Xk be a sequence of k independent
and identically distributed (i.i.d.) drawings of an r.v. uniformly
distributed in the alphabet {1, . . . , n}. Let ki be the number of times
symbol i = 1, . . . , n appears in a sequence of outcomes x1, . . . , xk,
thus k =


i ki. The type t of a sequence of outcomes is the relative

proportion of occurrences of each symbol, that is, the empirical
distribution t =


k1
k , . . . , kn

k


, not necessarily uniform. In other

words, consider tossing an n-sided fair dice k times, and seeing
exactly ki times face i. In [41], Jaynes points out that

H(t) = H

k1
k

, . . . ,
kn
k


≃

1
k

log
k!

k1! · · · kn!
for k ≫ 1.

Loosely speaking, for large k, the size of a type class, that is, the
number of possible outcomes for a given type t (permutations
with repeated elements), is approximately 2kH(t) in the exponent.
The fundamental rationale in [41] for selecting the type t with
maximum entropy H(t) lies in the approximate equivalence
between entropy maximization and the maximization of the
number of possible outcomes corresponding to a type. In a
way, this justifies the infamous principle of insufficient reason,
according to which, one may expect an approximately equal
relative frequency ki/k = 1/n for each symbol i, as the uniform
distribution maximizes the entropy. The principle of entropy
maximization is extended to include constraints also in [41].
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(0 0 1)

(1 0 0) (0 1 0)

Fig. 6. A privacy attacker aims at distinguishing a particular user among the
population of users. Under Jaynes’ rationale, KL divergence may be regarded as
a measure of user profile density. This is, certainly, under the assumption that
this particular user does not know the distribution of profiles here depicted.
Accordingly, the user adopts some perturbative strategy whereby the observed
profile t gets close, in terms of divergence, to the average population’s distribution t̄ .
As a result, the apparent profile becomes more common, getting lost in the crowd,
and thus thwarting the attacker’s intention.

Obviously, since all possible permutations count equally, the
argument only works for uniformly distributed drawings, which
is somewhat circular. A more general argument [42, Section 11],
albeit entirely analogous, starts with a prior knowledge of
an arbitrary PMF t̄ , not necessarily uniform, of such samples
X1, . . . , Xk. Because the empirical distribution or type T of an
i.i.d. drawing is itself an r.v., we may define its PMF p(t) = P{T =

t}; formally, the PMF of a random PMF. Using indicator r.v.’s, it is
straightforward to confirm the intuition that ET = t̄ . The general
argument in question leads to approximating the probability p(t)
of a type class, a fractionalmeasure of its size, in terms of its relative
entropy, specifically 2−kD(t∥t̄) in the exponent, i.e.,

D(t ∥ t̄) ≃ −
1
k

log p(t) for k ≫ 1,

which encompasses the special case of entropy, by virtue of (1).
Roughly speaking, the likelihood of the empirical distribution t
exponentially decreases with its KL divergence with respect to the
average, reference distribution t̄ .

In conclusion, the most likely PMF t is that minimizing its
divergence with respect to the reference distribution t̄ . In the
special case of uniform t̄ = u, this is equivalent to maximizing the
entropy, on account of (1), possibly subject to constraints on t that
reflect its partial knowledge or a restricted set of feasible choices.

4.3. Measuring the privacy of user profiles

We are finally equipped to justify, or at least interpret,
our proposal to adopt Shannon’s entropy and KL divergence as
measures of the privacy of a user profile. Before we dive in, we
must stress that the use of entropy as a measure of privacy, in
the widest sense of the term, is by no means new. Shannon’s
work in the fifties introduced the concept of equivocation as
the conditional entropy of a private message given an observed
cryptogram [47], later used in the formulation of the problem
of the wiretap channel [48,49] as a measure of confidentiality.
More recent studies [50,51] rescue the suitable applicability of
the concept of entropy as a measure of privacy, by proposing to
measure the degree of anonymity observable by an attacker as
the entropy of the probability distribution of possible senders of a
givenmessage. More recent work has taken initial steps in relating
privacy to information-theoretic quantities [23,18,52,15,28,29].

In the context of this paper, an intuitive justification in favor
of entropy maximization is that it boils down to making the

apparent user profile as uniform as possible, thereby hiding
a user’s particular bias towards certain categories of interest.
But a much richer argumentation stems from Jaynes’ rationale
behind entropy maximization methods [41,53], more generally
understood under the beautiful perspective of themethod of types
and large deviation theory [42, Section 11], which we motivated
and reviewed in the previous subsection.

Under Jaynes’ rationale on entropy maximization methods,
the entropy of an apparent user profile, modeled by a relative
frequency histogram of categorized user data (e.g., queries, ratings
or tags) may be regarded as a measure of privacy, or perhaps more
accurately, anonymity. The leading idea is that themethod of types
from information theory establishes an approximate monotonic
relationship between the likelihood of a PMF in a stochastic system
and its entropy. Loosely speaking and in our context, the higher
the entropy of a profile, the more likely it is, and the more users
behave according to it. Under this interpretation, entropy is a
measure of anonymity, not in the sense that the user’s identity
remains unknown, but only in the sense that higher likelihood of an
apparent profile, believed by an external observer to be the actual
profile, makes that profile more common, hopefully helping the
user go unnoticed, less interesting to an attacker whose objective
is to target peculiar users. This is of course in the absence of a
probability distribution model for the PMFs, viewed abstractly as
r.v.’s themselves; if available, that distribution of profiles would be
the measure of anonymity to be used, in the same sense of user
profile density.

If an aggregated histogram of the population were available as
a reference profile, the extension of Jaynes’ argument to relative
entropy, that is, to the KL divergence,would also give an acceptable
measure of anonymity. Recall from Section 4.1 that KL divergence
is a measure of discrepancy between probability distributions,
which includes Shannon’s entropy as the special case when
the reference distribution is uniform. Conceptually, a lower KL
divergence hides discrepancies with respect to a reference profile,
say the population’s, and there also exists amonotonic relationship
between the likelihood of a distribution and its divergence with
respect to the reference distribution of choice, which enables us to
deem KL divergence as a measure of anonymity in a sense entirely
analogous to the above mentioned. To sum up, our justification
of divergence as a measure of anonymity builds upon these two
fundamental ideas:

• user profile densitymaybe regarded as ameasure of anonymity;
• through Jaynes’ rationale, KL divergence may be interpreted as

a measure of user profile density.

Fig. 6 illustrates these ideas by means of a simple but insightful
example. The figure in question shows a distribution of profiles
in the probability simplex, in the case when profiles are modeled
across n = 3 categories of interest, e.g., business, technology and
sports. Note, however, that the justification of divergence provided
in this section presumes that this information is not at the disposal
of users. If available, users would certainly use it as a measure of
anonymity. In this figure, we also represent the actual profile of a
particular user, their apparent profile, and the average population’s
profile. Besides, we plot the contours of the divergence between
a point in the simplex and the reference distribution t̄ , that is,
D(· ∥ t̄). Under Jaynes’ rationale, this particular user perturbs their
actual profile in such a way that the resulting profile approaches,
in terms of KL divergence, the population’s profile. In doing so,
the apparent profile gets lost in the crowd, thus hindering privacy
attackers in their efforts to distinguish this user from other users.

Last but not least, we would like to emphasize that, under the
assumptions this justification relies on, i.e., an adversary aimed
at discriminating a given user from the population of users, KL
divergence is, in fact, a measure of privacy risk or, more accurately,
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(0 0 1) 

Fig. 7. A user distorts their actual profile q to counter an attacker who strives
to classify this user as belonging to a particular group. Under our interpretation
of divergence through hypothesis testing, the probability of being classified as a
member of that group decreases as t moves away, in terms of divergence, from the
profile g representative of said group.

anonymity loss. This contrasts with the interpretation given in
Section 5, where the assumption of an attacker operating as a
classifier leads us to consider KL divergence as ameasure of privacy
gain.

5. Measuring privacy against classification

In Section 4, we interpreted KL divergence and Shannon’s
entropy as privacy criteria, under the assumption that the attacker
attempted to target userswho deviated from the average profile. In
this section, however, we justify ourmetric under the premise that
the attacker strives to classify a particular user into a predefined
group. Put differently, the attacker’s objective boils down to a
classification problem. The justification provided in this section
corresponds to the branch called classification in the tree of Fig. 5.

The use of KL divergence as a classifier is justified by its
extensive application in the fields of speech and image recogni-
tion, machine learning, data mining, and also in information secu-
rity [54–60]. Just as an illustrative example, in the context of grid
computing, [60]makes use of KL divergence to classify an incoming
traffic of packets as a denial-of-service attack traffic. Nonetheless,
amore elaborated and rich justification in favor of KL divergence as
a classifier stems from hypothesis testing [42, Section 11] and the
method of types of large deviation theory. More precisely, we shall
interpret our privacy metric as false positives and negatives when
an attacker applies a binary hypothesis test to find out whether a
sequence of observed data (e.g., ratings, tags, or queries) belongs
to a predefined group of users or not.

Let H be a binary r.v. representing two possible hypothesis
about the distribution of an r.v. X . Precisely,H = 1with probability
θ and H = 2 with probability 1 − θ , and X conditioned on H
has PMF g when H = 1 and g ′ when H = 2. Let


Xj

k
j=1 be k

i.i.d. drawings of this reference r.v. X and let t denote the type or
empirical distribution of a k-tuple of their observed values


xj
k
j=1.

Recall that the maximum a posteriori (MAP) of a finite-alphabet
r.v. is its most likely value. It can be shown [42] that:
(i) The log-likelihood

−
1
k
log P


Xj

k
j=1 =


xj
k
j=1

H
=


H(t ∥ g) ifH = 1.
H(t ∥ g ′) ifH = 2.

(ii) TheMAP estimate ĤMAP of the hypothesis H from the observed
sequence


Xj


j is determined by the Neyman–Pearson crite-

rion, namely ĤMAP = 1 if, and only if,

D(t ∥ g) 6 D(t ∥ g ′) + γ , (2)

with γ =
1
k log θ

1−θ
, and ĤMAP = 2 otherwise.

Even if the prior probability θ is unknown or if the hypothesis is
not modeled as an r.v., for any γ ∈ R, criterion (ii) still optimizes
the trade-off between the probabilities of false positives and false
negatives, in the sense that one of these errors is minimized for a
fixed value of the other. In short,γ parametrizes the trade-off curve
in the error plane.

Our interpretation contemplates the scenariowhere an attacker
knows, or is able to estimate, both the apparent distribution t
of a given user, and the distribution g representing a group into
which this user does not want to be categorized. Accordingly, the
attacker observes a sequence of k i.i.d. queries, and attempts to
ascertain whether they belong to a member of that group. More
accurately, the attacker considers the hypothesis testing between
two alternatives, namely whether the data have been drawn
according to g , hypothesis H1, or g ′, hypothesis H2, where g ′ may
represent the complement of the sensitive group at hand, or any
other group.

Define the acceptance region Ak as the set of sequences of
observed data over which the attacker decides to accept H1.
Concordantly, consider the following two probabilities of decision
error:

(a) the probability of a false negative αk = g( ¯Ak), defined as the
probability of accepting H2 when H1 is true,

(b) and the probability of a false positive βk = g ′(Ak), defined as
the probability of accepting H1 when H2 is true.

Above, ¯Ak denotes the complement of Ak. g(Ak), for example, rep-
resents the probability of all data sequences in Ak, i.i.d. accord-
ing to g , and similarly for g ′( ¯Ak). Hence, αk is the probability that
the attacker mistakenly classifies the user as not belonging to the
group, and βk the probability of the attacker incorrectly assuming
that the user does belong to it.

According to the preliminaries in this section, an intelligent
attacker would perform a Neyman–Pearson test (2) to infer
whether the user belongs in fact to the group, in an optimal fashion,
that is, minimizing the classification error αk for a given error
βk, or vice versa. In the event that a suitable representation g ′ of
the alternative group is unavailable, or that a simpler approach
is deemed preferable, the user shall strive to counter such an
intelligent attacker by merely maximizing the discrepancy D(t ∥

g) between the apparent profile t and the representation g of the
sensitive group to avoid.

Fig. 7 provides an example that illustrates our justification
of divergence as a measure of privacy against classification.
Particularly, this figure plots a distribution model for profiles in
the simplex of probability, under the assumption that user profiles
are represented across n = 3 categories of interest, exactly as
in Fig. 6. We also depict the actual profile q of a particular user,
their apparent profile t and the profile g representative of a group
into which this user does not want to be classified. The contours
correspond to the divergence D(· ∥ g) between a point in the
simplex and the group profile g . The figure in question also shows
the region of the simplex that leads the attacker to classify a user
as belonging to this particular group.

Last but not least, we would like to stress that the justifications
provided in this section are clearly under the premise that the
user knows the distribution g . An alternative to the absence of this
information is assuming g = q, that is, considering the user as
the group into which they do not want to be classified. Building on
this assumption, the user’s strategy consists in maximizing D(t ∥

q). Conceptually, this reflects the situation in which a user does
not want the perturbed, observed profile resemble their actual
profile. The resulting privacymeasure, i.e., the divergence between
the apparent user profile and the actual user profile, is in line
with other criteria in the literature that suggest measuring privacy
by using some measure of similarity or distance between these
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two profiles [19–21]. Fig. 5 illustrates the assumptions about the
adversarymodel and the information-theoretic arguments thatwe
have followed to justify and interpret KL divergence and Shannon’s
as privacy criteria.

6. Related work

In this section we give a broad overview of the most relevant
privacy criteria in the literature. In the context of SDC, amicrodata
set is defined as a database table whose records carry information
concerning individual respondents. Specifically, this set contains
key attributes, that is, attributes that, in combination, may be
linked with external information to reidentify the respondents to
whom the records in themicrodata set refer. Examples include job,
address, age and gender, height and weight. In addition, the data
set contains confidential attributes with sensitive information on
the respondent, such as health, salary and religion.

A common approach in SDC ismicroaggregation,which consists
in clustering the data set into groups of records with similar
tuples of key attributes values, and replacing these tuples in
every record within each group by a representative group
tuple. One of the most popular privacy criteria in database
anonymization is k-anonymity [11,12], which can be achieved
through the aforementioned microaggregation procedure. This
criterion requires that each combination of key attribute values
be shared by at least k records in the microdata set. However, the
problem of k-anonymity, and of enhancements [61,13,14,62] such
as l-diversity, is their vulnerability against skewness and similarity
attacks [63].

In order to overcome these deficiencies, yet another privacy
criterion was considered in [15]: a dataset is said to satisfy t-
closeness if for each group of records sharing a combination of key
attributes, a certain measure of divergence between the within-
group distribution of confidential attributes and the distribution
of those attributes for the entire dataset does not exceed a
threshold t . It is worth mentioning that the underlying principle
of this criterion, that is, capturing the incremental gain in the
adversary’s knowledge, was originally introduced in [64]. An
average-case version of the worst-case t-closeness criterion, using
the Kullback–Leibler divergence as ameasure of discrepancy, turns
out to be equivalent to a mutual information, and lends itself
to a generalization of Shannon’s rate-distortion problem [52,18].
A simpler information-theoretic privacy criterion, not directly
evolved from k-anonymity, consists in measuring the degree
of anonymity observable by an attacker as the entropy of the
probability distribution of possible senders of a given message
[50,51]. Lastly, [17] analyzes privacy for interactive databases,
where a randomized perturbation rule is applied to a true answer
to a query, before returning it to the user. Consider two databases
that differ only by one record, but are subject to a common
perturbation rule. Conceptually, the randomized perturbation rule
is said to satisfy the ϵ-differential privacy criterion if the two
corresponding probability distributions of the perturbed answers
are similar, according to a certain inequality.

With regard to metrics for user profiles, [19,20] propose a
mechanism aimed to preserve the privacy of a group of users
sharing an access point to the Web while surfing the Internet.
Specifically, the authors suggest generating fake transactions,
i.e., accesses to a web page to hinder eavesdroppers in their
efforts to profile the group. Accordingly, privacy is measured
as the similarity between the genuine profile of the group and
that observed from the outside. More accurately, they use cosine
measure, as frequently done in information retrieval [65], to
capture the similarity between the group genuine profile and
the group apparent profile. Another metric for profiles is [21],
which quantifies privacy as a weighted version of the Euclidean

distance between the genuine profile and that observed by the
recommender. In addition, [22] measures privacy as the Shannon
entropy of the exposed profile, normalized by the entropy of the
genuine profile.

In [23], we formulate the trade-off between privacy and utility
in query forgery for online search as an optimization problem,
also measuring privacy as a KL divergence, and measuring utility
as the ratio of forged queries to total queries. In the scenario of
the semantic Web, we investigate tag suppression as a privacy-
enhancing technology [28,29]. Privacy is measured as the entropy
of the observed profile resulting from the elimination of certain
tags, and utility is quantified as the degradation in semantic
functionality and accuracy in parental control filtering.

Finally, we would like to note that the metrics for profiles
mentioned above are certainly connected to the adversary models
assumed in thiswork. On the onehand, [19–21]maybeunderstood
under the perspective of an attacker who strives to classify users,
and under the assumption that these users do not know the profile
representative of the group they do notwish to be categorized into.
And on the other hand, [22,23,28,29] may be interpreted in the
special case when the attacker’s objective is to identify users.

7. Concluding remarks

Recent years have witnessed the accelerated growth of a rich
variety of information–communication technologies of unprece-
dented sophistication, which endeavors to tailor information-
exchange functionality to the specific interests of their users.
Examples of these technologies include personalized Web search,
resource tagging in the semanticWeb, andmultimedia recommen-
dation systems. Most of them build upon, or lend themselves to,
the creation of user profiles, which, by themselves but especially
when combined across several information services, pose evident
privacy and security risks.

Numerous privacy-enhancing technologies have beenproposed
to mitigate those risks. Unfortunately, these technologies have not
yet gained wide adoption, because, frequently, their effectiveness
remains unclear as well as their penalties in terms of utility. In this
state of affairs, privacy metrics, together with utility metrics, help
pave the way for their adoption, as the only manner to evaluate
and compare them.

The literature of statistical disclosure control abounds with
examples of privacy metrics. Although some of them might be
applied to the motivating scenario of this work, the fact is that
there are few proposals specifically conceived for measuring the
privacy of user profiles and, what is more important, they are not
appropriately justified.

To the best of our knowledge, our work is the first to rigorously
justify a measure of the privacy of user profiles. The proposed
metric is KL divergence, an information-theoretic quantity that we
interpret under two distinct adversary models. First, we consider
an attacker that strives to target users who deviate from the
average profile of interests; and secondly, we contemplate an
attackerwhose objective is to classify a givenuser into a predefined
group of users.

For the former model, the use of KL divergence is justified
by elaborating on Jaynes’ rationale behind entropy-maximization
methods and the method of types of large deviation theory. Under
this interpretation, divergence is ameasure of privacy risk, ormore
accurately, anonymity loss. Only in this case, the uniform profile is
of particular interest, as it translates into an entropy-maximization
problem.

For the latter adversary model, our privacy criterion is
supported by its extensive use in fields such as speech and
image recognition, machine learning, datamining and information
security. But a richer argument stems from hypothesis testing and
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the method of types, which enables us to interpret our criterion as
false positives and negatives. Under this perspective, divergence is
a measure of privacy gain.

In a nutshell, in this paper we have accomplished the following
goals:

• Jaynes’ rationale for entropy maximization has been applied
to other scientific areas – for example spectral estimation – to
both justify and interpret a variety of models and algorithms—
continuing with the example of spectral estimation, Burg’s
method. The application of the same celebrated rationale and
its extension to relative entropy, now to the field of information
privacy, is one of the novel, exciting contributions of this work.
An analogous application is made for the method of hypothesis
testing in the field of statistics.

• By doing so, we argue in favor of the use of KL divergence to
measure profile privacy, along with conceptual insight into its
information-theoretic, statistical meaning.

• Further, we introduce completely new models tying up the
notions of profiling and profile classification with information
theory.

• The value of these contributions stems from the fact that draw-
ing a connection between information theory and information
privacy, at the level of privacy metrics in mathematical model-
ing of privacy-enhancing mechanisms, opens the door for fur-
ther application of powerful, mature concepts form the former
field to the latter, and transitively, fields related to the former
such as data compression and convex optimization, as we illus-
trate here with concrete examples.
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